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APPENDEX

A. Certificate Profile

A.1 Root CA
X.509 Field Possible Value Is Critical
Version 3 Yes
Serial Number <Generated from Certificate Manufacturing Software>
Signature Algorithm | SHA512WithRSA Yes
Issuer CN = Sudan National Root CAl Yes
OU=Root CA
O = National Authority for Digital Certification
C=SD
Validity —Not Before | <Approved Issuance Date> Yes
Validity —Not After <Approved Issuance Date + 20 years> Yes
Subject CN = Sudan National Root CA1 Yes
OU=Root CA
O = National Authority for Digital Certification
C=SD
Subject Public Key <pubic key of the root CA key that should be the first certification | Yes
point for Sudan PKI>
Key Usage Certificate Singing Yes
CRL Signing
CRL Distribution | http://crl.nadc.gov.sd/sudannationalrootcal.crl Yes
Point
Certificate Policies 2.16.729.1.1.1.1.1 Yes
Certificate Basic | <Is a Certificate Authority with unlimited length of intermediate CAs | Yes if Key
201/y/x 43 : dabal) o3 e (ARl Ciyiaas
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Constrains (if Key Certificate Signing)> Certificate
Signing s
used

Subject Key | <160-bit SHA-1 hash of the value of the Subject Public Key | No

Identifier (excluding the tag, length, and number of unused bits)>

A.2 Intermediate CA

X.509 Field Possible Value Is Critical
Version 3 Yes
Serial Number <Generated from Certificate Manufacturing Software>
Algorithm ID RSA-SHA256 Yes
ECDSA- SHA256
ECDSA- SHA384
Issuer CN= Sudan National Root CA1 Yes
OU=Root CA
O = National Authority for Digital Certification
C=SD
Validity —Not Before | <Approved Issuance Date> Yes
Validity —Not After <Approved Issuance Date + 10 years> Yes
Subject CN = < Intermediate CA Name> Yes
OU= Intermediate CA
O = National Authority for Digital Certification
C=SD
Subject Public Key <pubic key of the subject that needs to be certified> Yes
Key Usage Certificate Singing Yes
CRL Signing

201/y/x
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CRL Distribution | <http/ldap:url> Yes

Point

Certificate Policies <Intermediate CA certificate policy OID> Yes

Certificate Basic | <it is a Certificate Authority with unlimited length of intermediate | Yes if Key

Constrains CAs (if Key Certificate Signing)> Certificate
Signing is

used

Subject Key | <160-bit SHA-1 hash of the value of the Subject Public Key (excluding No

Identifier the tag, length, and number of unused bits)>

Subject Information | <OCSP responder URL location> No

Access

Authority Key | <160-bit SHA-1 hash of the value of the Root CA Public Key of the No

Identifier corresponding private key that is used to sign this

certificate(excluding the tag, length, and number of unused bits)>
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B. CRL Profile

X.509 Field Possible Value Note
Version 2 Basic Field
Revoked Certificates | <List of revoked certificates> Basic Field
Signature Algorithm | SHA512WithRSA Basic Field
Signature Value <Signature of this CRL> Basic Field
Issuer Name CN = Sudan National Root CA1 Basic Field

OU = Root CA

O = National Authority for Digital Certification

C=SD
This Update <Approved Issuance Date> Basic Field
Next Update <Approved Issuance Date + 12 months> Basic Field
CRL Number <counter of CRL number> Non Critical

Extension

Issuing Distribution
Point

< Indicates that this CRL for CA certificates only>

Critical Extension

Authority Key
Identifier

<160-bit SHA-1 hash of the value of the Root CA Public
Key of the corresponding private key that is used to sign
this CRL(excluding the tag, length, and number of unused
bits)>

Non Critical
Extension

Reason Code

<Reasons of revoking the certificate in this list. Reasons
based on 5.3.1 in RFC 5280>

Entry Non Critical
Extension

Invalidity Date

<The date on which it is known or suspected that the
private key was compromised or that the certificate
otherwise became invalid>

Entry Non Critical
Extension

Certificate Issuer

CN = Sudan National Root CA1

OU = Root CA

O = National Authority for Digital Certification
C=SD

Entry Non Critical
Extension

201/y/x
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